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Confidential Computing

... from phones to cloud
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Devices are part of sensitive computation
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Can Device Interrupts break Trusted Execution?
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Can driver validate interrupt itself? R
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Devlore:

How can we provide Interrupt Protection as a System
Guarantee so that it does not depend on the Driver.




Device Interrupt Protection for CVMs
Contributions

Delegate but Check

Interrupt Isolation Practical CCA Prototype

Design
Complete device Hypervisor manages : .
isolation beyond Trusted software checks Multiple devices

memory No driver/app changes Minimal overhead



Background: Arm CCA and Interrupts

Interrupt Flow:

Device raises phy. interrupt
Hypervisor manages interrupts
CVM receives virt. interrupt

CcVM

Trusted
Software

Hypervisor

Hardware

—————————— ————

Manages interrupts \
for CVM 1

I

1

1

\
\

CVM handles
virt. interrupts

N ————————

CVM

Trusted Shim
(RMM)

send virt.
interrupt 35

i ——— -

I

Hypervisor

phys.
interrupt 35

configure for
management

phys.

Controller (GIC)

Interrupt

interrupt 35

10



Background: Arm CCA and Interrupts

Interrupt Flow:

- Device raises phy. interrupt

- Hypervisor manages interrupts
- CVM receives virt. interrupt
- RMM programs CVM vGIC
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How can the Hypervisor cheat?

A malicious hypervisor can:

Security Gap:
RMM cannot verify interrupt
s, authenticity
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How can the Hypervisor cheat?

A malicious hypervisor can:

- 1. Fake phy. interrupt by
writing to GIC

Security Gap:
RMM cannot verify interrupt
s, authenticity
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How can the Hypervisor cheat?

A malicious hypervisor can:

- 1. Fake phy. interrupt by
writing to GIC

- 2. Fake virt. interrupt

Security Gap:
RMM cannot verify interrupt
v authenticity
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Why not move Interrupt Management to RMM?
Obvious solutions?
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Why not move Interrupt Management to Hardware?
Obvious solutions?

. CVM VM
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Devlore:

Can we keep existing hardware and hypervisor
management, but verify correctness?




Devlore: Delegate but Check /gy o
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Deep dive: What does the RMM Check?

Challenge: hypervisor may

legitimately delay, batch,
and prioritize interrupts
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legitimately delay, batch,

Deep dive: What does the RMM Check?  catimaty duiay batch |
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Details: End-to-End Prototype

Implementation:

unchanged Apgii;::eijso ns
B CVM
Devlore Trusted Shim
~+7.5k LoC h Hypervisor
L Firmware
unchanged Arm CCA Hardware

» Device assignment from prior work
(memory isolation)
» Devlore interrupt protection on top

Evaluation Platforms:

1. Functionality
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® Security + compatibility =
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2. Performance o
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® Performance evaluation
with real devices
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Evaluation: Compatibility with Devices

Device Setup and Benchmark
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Evaluation: What does Interrupt Isolation cost?

Single GPU Sustained Real application
- @ @ Interrupt interrupt load impact
(o) (o)
Hrmm— + 5% < 1% 0.06%
Mali G610 G lowd
GPU End to End Sustained interrupts eomean slowdown
interrupt latency on GPU/UART glmark? testsuite
Evaluation on performance prototype indicates small v

impact on real workloads



Devlore: Device Interrupt Protection for Confidential VMs

e Close interrupt gap for confidential devices
e Architectural/system guarantee for interrupt authenticity

e No changes to drivers/apps
e End-to-End prototype for Arm CCA
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